OCL Digital Information Technology Curriculum: Long Term Plan

Year 10 — BTEC Digital Information Technology

Brief overview

In Year 10, students will begin with the theory content for the BTEC Digital Information Technology (DIT) qualification, focusing on developing the knowledge and skills needed to solve questions in both internal assessments and the final exam. From Summer 1, after covering
key topics in computational thinking, students will transition to the practical unit, applying their understanding in real-world scenarios.

Students will begin their journey into digital technologies in Autumn 1 by exploring foundational concepts in computing and developing practical skills in creating digital solutions. Lessons will focus on understanding core principles and hands-on problem-solving using
appropriate digital tools and methods. The course assumes no prior experience, ensuring all learners can engage effectively, regardless of their starting level.

The initial term will emphasize understanding key computer components and their role in digital systems, providing a solid foundation for more advanced topics. As students’ progress, they will tackle increasingly complex digital challenges, reflecting the accelerated pace of
skill development required at this level compared to Key Stage 3.

By the end of Year 10, learners will have developed familiarity with the skills and techniques necessary to meet the requirements of the qualification. This experience will include practical problem-solving and iterative design processes, ensuring they are well-prepared for
further study and application in vocational or academic contexts.

Software Packages: Students will use a combination of a web browser, MS Teams throughout each unit.

Autumn 1

Summer 1

Component 1, Learning Aim A:
Exploring user interface design

Component 1, Learning Aim B:
Exploring user interface design

Component 2, Learning Aim A:

Component 2, Learning Aim A:

Component 1, Learning Aim C:
Exploring user interface design

Component 2, Learning Aim B and C:

Unit title . . . . . ) Collecting, presenting, and Collecting, presenting, and . . . Collecting, presenting, and interpreting
principles and project planning principles and project planning . . . . principles and project planning
. . interpreting data. interpreting data. . data.
techniques. techniques. techniques.
Introduces fundamental concepts of | This are essential project planning Learning about data collection teaches | Learning about the Reviewing all content to Helps students analyse and interpret
user interfaces, which are crucial in skills, helping students organise tasks | students how to gather and analyse characteristics of data and ensure that students are information efficiently and sharpening
today’s technology-driven world. effectively through planning information effectively. Understanding | information helps students prepared for the component 1 | critical thinking. Reviewing all content to
Understanding audience needs helps | techniques. By creating a project the quality of information helps them understand how data is assessment, which is set by ensure that students are prepared for
Relevant students tail'or design§ tf).different proposal and pla.n, they learn t? set assess‘its accuracy and reliability. structured'am‘:l used. ' Pearsons. the component 2 assessment, which is
core use‘rs, er?surmg accessibility and .cl.ea.\r goal§ and timelines. 'Craftmg .an Explorl.ng sectors that u§e data . Representing information set by Pearsons.
concepts satisfaction. initial design fosters creativity, while modelling, shows the wide-reaching teaches them how to convey
developing a user interface builds impact of data in decision-making. data visually and effectively.
practical, hands-on experience in Ensuring data is suitable for
bringing ideas to life. processing emphasises the
importance of organising and
preparing data properly.
User Interfaces Project Planning Techniques Characteristics of Data and Information Reviewing a User Interface Analysing and Interpreting Data
e Text-Based Interface e Task Lists e Data (unprocessed, no structure, no context) e Strengths and e Data Processing Methods
e Speech/Natural Language e Written Descriptions e Information (processed, structured, contextualized) Weaknesses o Importing Data
Core Interface e Graphical Representations o Meeting User o Sorting (e.g., multiple
declarative e Graphical User In.terface e Gantt Charts Representing Information Re.quir.e.ments columns, values) .
knowledge (GUI) / WIMP (Windows, . anod Boards o Suitability for o Formulas and Functions
Icons, Menus, Pointer) e Mind Maps e Text purpose and (e.g., SUM, AVERAGE,
e Sensors Interface e Numbers audience MIN, MAX)
e Menu/Forms Interface Project Methodologies e Tables o Ease of Use o Advanced Manipulation

e Waterfall Model
e Agile Development

e Graphs/Charts
e Sparklines

(e.g., IF, VLOOKUP,




Factors Affecting User Interface
Design

e Performance/Response Time
e Ease of Use

e User Requirements

e User Experience

e Accessibility

e Storage Space

Audience Needs

e Accessibility Needs (e.g.,
visual, hearing, motor,
cognitive)

e Skill Level (e.g., novice,
expert)

e Demographics (e.g., age,
culture, experience)

Design Principles

e Colour Schemes (limited
palette, house style, avoiding
clashes)

e Font Style/Size (readability,
sans serif fonts, avoiding
decorative fonts)

e Language (appropriate for
age and skill level)

e Amount of Information (use
of white space)

e lLayout (consistency, grouping
tasks, prominent items)

e Navigational Components
(breadcrumbs, search fields,
icons)

User Perception

e Visuals (photographs,
graphics, symbols)

e Sound Cues
(positive/negative feedback
sounds)

e Symbols (ticks, crosses,
arrows)

Efficient User Interface Design

e Keyboard Shortcuts

Scrum Framework

Project Proposal and Plan

Purpose and Audience
User Requirements
Output Requirements (e.g.,
visual, audio, haptic)

Input Requirements (e.g.,
keyboard, mouse, voice,
touch)

Accessibility Requirements
Constraints (e.g., time,
resources, task
dependencies, security)
Timescales (overall and for
sub-tasks)

Key Milestones

Initial Design Principles

Storyboards

Sketches

Hardware Requirements
Software Requirements

Developing a User Interface

Applying Design Principles
(e.g., layout, navigation,
input controls)

Creating Prototypes
Iterative Design Process

¢ Infographics

Ensuring Data Suitability for Processing

e Validation Methods
o Range Check
o Type Check
o Presence Check
o Length Check
e Verification Methods
o Proofreading
o Double Entry

Data Collection
e Primary Data Collection (e.g., interviews, questionnaires, surveys)
e Secondary Data Sources (e.g., websites, books, journals, blogs,
forums)
e Data Collection Features (e.g., sample size, methods, timeframe,
reliability)

Quality of Information

e Accuracy

o Age

e Completeness

e Detail

e Format/Presentation
e Volume

Threats to Individuals

e Invasion of Privacy

e Fraud

e Targeting Vulnerable Groups
e Inaccurate Data Storage

Organising and Preparing Data
e Consistency (e.g., formatting)

e Completeness (ensuring all necessary data is included)
e Relevance (data suitable for the intended purpose)

o Effectiveness
of Accessibility
Features

o Application of
Design
Principles

Suggesting Improvements

e Enhancing Usability

e Improving Accessibility

e Adjusting Design
Elements (layout,
navigation, visuals,
etc.)

e Aligning with User
Needs

Evaluation Criteria

e Effectiveness of
meeting project goals

e Quality of design and
implementation

e Alignment with project
requirements and
audience expectations

COUNTIF, conditional
formatting)
o Linking Worksheets

e Producing a Dashboard

e Data Summaries

o Totals, averages, counts,
percentages

o Breakdown by
Departments or Sections

e Presentation Methods

o Tables and Pivot Tables

o Graphs and Charts
(dynamic, sparklines)

o Form Controls (buttons,
dropdown menus,
spinners)

e Presentation Features

o Font styles, sizes, and
colours

o Conditional formatting
Use of titles, axis labels,
and graphics

Drawing Conclusions

e Identifying Trends and Patterns

e Recognising Errors

e Providing Justified
Interpretations

Reviewing Data Presentation

e Evaluating Effectiveness of
Presentation Methods

e Avoiding Misinterpretation and
Bias

e Ensuring Accuracy and Clarity




e Informative Feedback

e Easy Reversal of Actions

e Distinguishable Buttons and
Links




Year 11 — BTEC Digital Information Technology

Brief overview

In Year 11, students will begin with learning key theoretical concepts in digital technologies, focusing on applying knowledge to practical and problem-solving scenarios. Students will then review and reinforce content from earlier units, building mastery in essential
techniques and addressing areas where learners commonly encounter challenges.
Theory-based lessons will cover topics such as networks, the impact of technology on the environment, ethical considerations, privacy concerns, and relevant legislation. These lessons will provide students with the understanding needed to evaluate the broader implications
of digital systems and prepare them for further study or vocational application.
Software Packages: Students will use a combination of a web browser, MS Teams throughout each unit.
Term ‘ Autumn 1 Autumn 2 Spring 1 Spring 2 & Summer
. Corpponent 3 Eff.ectlve digital CorTwponent 3 Eff'ect|ve digital Component 3: Effective digital working Component 3
Unit title working Learning Aim A - Modern working Learning Aim A - Modern ) . . . . . S .
. . Learning Aim B — Cyber Security Learning Aim C - The wider implications of digital systems
Technologies Technologies
Learning about modern technologies | Understanding modern technologies | This equips students with the Students understand the broader impact of technology on society. Final component before preparation of
in Component 3 of the course is is crucial because it enables students | knowledge to protect digital the Y11 Examination. Revision time is also allocated.
essential for students because it to stay current with industry trends. information and systems from threats
prepares them for the digital As technology evolves, new platforms | and breaches. In an era where
workplace. It helps them understand | emerge that can enhance cyberattacks are increasingly common,
the latest tools and systems used in productivity and create new understanding security principles helps
various industries, such as cloud opportunities. By learning about students safeguard sensitive data and
computing, collaboration tools, and these technologies, students gain ensuring the integrity of systems.
mobile technologies. practical skills that are directly
Relevant applicable to real-world scenarios. Understanding cyber security is
core fundamental because it empowers
concepts students to recognise potential threats
and implement protective measures to
prevent data breaches and
cyberattacks. As technology becomes
more integral to every aspect of life,
being adept in cyber security helps
students develop skills to manage risks,
protect digital assets, and respond
effectively to security incidents.
Modern Technologies Technologies and Tools Cybersecurity Concepts Responsible Use
e Cloud Computing e Mobile technologies: e External threats: Malware, e Shared Data:
o Data storage and Smartphones, tablets, mobile phishing, pharming, denial of o Types: Location-based data, transactional data, cookies, data exchange between services.
Core sharing network coverage. service (DoS), social o Benefits: Enhanced user experience, tailored services.
. o Scalability and ¢ Remote access: Virtual engineering, man-in-the- o Drawbacks: Privacy concerns, misuse of data.
declarative - . . . . . . .
accessibility private networks (VPNs) middle attacks. o Responsible use: Legal considerations, ethical practices.
knowledge . s . .
(Key . CoIIaboratlon.TooIs e Accessibility feature§: Screen e Internal threats: In.tentlonal e Environmental Impa!cts: . _ .
words) o Real-time readers, alt text, flexible work theft, accidental disclosure, o Manufacturing, use, and disposal: Energy consumption, waste management, rare material
communication (e.g., hours. unsafe downloads, usage.
chat, video untrustworthy websites. o System upgrades: Sustainability in replacing or upgrading IT systems.
conferencing) o Usage policies: Power-saving settings, auto power-off, preference for electronic distribution
o File sharing and over hard copies.
collaborative editing




e Mobile Technologies
o Smartphones and
tablets
o Applications and
mobile-first design

¢ Remote Working
o Virtual teams
o Tools for productivity
and connectivity
o Digital Devices and Systems
o Hardware (e.g.,
laptops, wearables)
o Software solutions
(e.g., Saas platforms)

Key Concepts

e Scalability

e Interoperability (integration
across devices and platforms)

e Ubiquity (access from
anywhere)

Trends

e Emerging technologies:
Internet of Things (loT),
Artificial Intelligence (Al), 5G
networks.

e Future workplace
technologies: AR/VR, smart
offices

Legal and Regulatory

e Regulations: General Data
Protection Regulation
(GDPR), intellectual property
laws.

e Ethics in technology: Net
neutrality, accessibility
standards.

Concepts and Applications

e Digital transformation:
Adoption of digital tools to
enhance organisational
efficiency.

¢ Inclusivity in technology:
Accessibility, multicultural
team collaboration.

e Data-driven decisions:
Analysis and use of digital
tools for decision-making.

Cybersecurity and Data

e Data protection: Security of
data through encryption and
storage policies.

e Cyber threats: Phishing,

unauthorised access, hacking.

e Firewalls and antivirus
software: For network and
device security.

¢ Authentication mechanisms:
Passwords, two-factor
authentication (2FA).

Organisational Impacts

e Operational efficiency:
Enhanced communication
and task management
through digital tools.

e Cost-effectiveness: Reducing
infrastructure costs with
cloud technologies.

e Collaboration: Global and
local team integration via
modern tools.

e Ethical considerations: Data
privacy, fair usage,
intellectual property laws.

e Motivations for attacks: Fun,
challenge, financial gain,
personal attacks, disruption,
industrial espionage.

e Impact of breaches: Data loss,
financial loss, reputational
damage, downtime, legal
consequences.

Protective Measures

o User access restrictions:
Passwords, biometrics, two-
factor authentication, physical
security.

e Software tools: Firewalls,
antivirus, encryption (data at
rest and in transit).

e System hardening: Device
configuration, patches,
updates.

e Backup and recovery: Disaster
recovery plans, backup
policies.

Identifying Weaknesses

e Ethical hacking: White hat, grey
hat.

e Penetration testing.

e System monitoring: Analysing
system behaviour.

Policy and Organizational Security

e Security policies:
Responsibilities, reporting
mechanisms.

e Disaster recovery: Backup
schedules, recovery processes,
alternative systems.

e Post-attack actions:
Investigation, containment,
stakeholder communication,
policy updates.

Legal and Ethical Aspects

e Legislation:
o Data Protection: GDPR, lawful processing, accuracy, and retention policies.

o Computer Crimes: Unauthorized access, unauthorized modification, creation, and spreading

of malware.

o Intellectual Property: Copyright, trademarks, and ethical use of protected materials.

e Ethical Use:
o Equal access to digital services and information.
o Responsibilities for net neutrality and preventing digital exclusion.
o Promoting ethical standards in organizations.

e Acceptable Use Policies:
o Guidelines on acceptable and unacceptable behaviours.
o Monitoring of usage and the application of sanctions for violations.
o Importance of acknowledgment of policies by users.

Impacts on Society

e Blurring of Social and Business Boundaries:
o Use of social media for business purposes and its impact on professional life.
o Challenges of maintaining professional boundaries in digital spaces.

e Accessibility:
o Ensuring equal access for individuals with disabilities through inclusive design.

Cybersecurity Considerations
e  Privacy Rights:
o Right to be forgotten.
o Ethical use of cookies and transactional data.

Intellectual Property

e Methods to protect IP: Trademarks, patents, copyright.
e Legal and ethical usage: Permissions, licensing, attribution




